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As technology advances, it is often a challenge for
law to keep pace with the new developments.l This has
been the case for the online auction market, which, due to
a lack of effective regulation, fails to protect its users from
fraud. Ilr addition, current protective measures in place
only address issues on a national level, while ignoring
the Intemet's global reach, which highlights the need for
an intemational approach. Hence, there is a need for an

intemational convention that works towards the unification of laws across borders.

unlawful merchandise is sold on the auction website, in

lrtemet auctions are the world's largest and fastest growing channel of commerce.2 The top 18 auction
websites have more then 130 million listings.3 Each day
more than six million new listings are posted on eBay, the

most popular auction website.a The process of participating in an online auction is very straightforward. Sellers
and buyers register with the auction site and pay transac-

tion fees in addition to an initial participation fee. Online
auctions begin with a seller posting items and continue
with subsequent bids from prospective buyers. After a
prescribed period of time has passed, the highest bidder on the website wins and the seller and buyer usually
agree through email about the terms of payment and
delivery. Traditionally, the seller sends the merchandise to
the buyer after having received payment. Online auction
sites, such as eBay, however, are removed from responsibility in the transaction since they neither take phyiical
possessio_n of goods nor supervise terms of payment and
delivery.s
The loose oversight of this process allows for various types of fraud to emerge. The seller can post fake or
illegally obtained goods. A seller can also, upon receipt of
payment, deliver a good of lesser quality or not deliver at
all. The buyer can use stolen credit cards, bounced checks
or other techniques to receive the goods without proper
payment.6 Additionally, the buyer or seller could commit

additional fraud through the use of fake online escrow
services. taditional escrow services prevent fraud by acting as a secure third party, which holds the money fór the
seller until the buyer inspects and confirms the quality of
the item. Flowever, buyers and sellers can exploi-t this intermediate process and disappear with the money or merchandise through the use of a fraudulent escrow ãervice.7
As proof of the severity of the issue, Internet auction
fraud is always in the top of Intemet Crime Complaints.s

The online auction industry is not ignorant to the
negative impact of fraud on its business through possible
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decreases in user participation.e Accordingly, there are a
number of self-regulation solutions against fraud. eBay is
probably the best example of a company creating proactive initiatives to protect users. The company has been
implementing various "tust and Safety Programs,,, the
first being a feedback system, where users could rate each
other.lO Further, eBay enacted the Verified Rights Owner
Program that allows retailers to notify it if counterfeit or

which case eBay will remove the listing.ll Due to increasing concems, eBay made its Selling Practices policy stricter and announced the eBay Buyer Protection Program,
which reimburses the full purchase price to the buyer in
the event of fraud.l2 Flowever, only users who purchase
via the U.S. website are eligible for this protection. In addition to various exclusions, eBay also reserves the right
to refuse the reimbursement service at its discretion.l3
Essentially, all of those approaches are based on voluntary
participation and on an ex post facto approach,l4 where
victims of fraud are helped, but fraud is not prevented.
Most importantly, the existing procedures and protections
fail to address the international nature of online auction
fraud. eBay currently operates in 22 countries in Asia,
Europe and North America. It has hundreds of millions of
registered users globally, out of which 90 million participate actively, and its total worth of goods sold amounted
to approximately $60 billion.ls

Although other smaller market players do not have
the resources and capabilities to implement similar programs, there are some solutions and other initiatives to
prevent fraud that can be used. For example, an online
TÏustmark seal on a user's account symbolizes that the
user is reputable or that his or her identity has been confirmed.16 In addition, some companies outsource automated fraud detection software, which scans their databases for fraud patterns and compares them to reported
fraud schemes. Unfortunately, however/ m¿ìny users are
unaware about Trustmark seals and automated software
often fails to catch new and creative fraudulent activities.17 Therefore, the self-regulation undertakings of all
players in the industry fall short of what is necessary both
domestically and internationally.
Howeveq, since there is no legal framework in place
that covers online auction fraud,many victims refrain
from taking legal action.18 Online auction houses cannot
be sued because they are allowed legal abdication from
responsibility.tn k addition, Intemet auction websites
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are not classified as auction houses, but as "Interactive
Service Providers" (ISPs).2O Under the Communications
Decency Act,21 ISPs are protected from certain liability

for material originating from third parties'postings on
their service sites.22 Fraud victims are limited to litigating
the other party to the transaction, yet this legal expense
may cost more than the loss incurred in the sale. Furthermore, lawmakers embrace a policy akin to cøaeat emptor,23
which has been in place for years and therefore is seen as
sufficient. Accordingly, laws that are designed for other

jurisprudential landscapes24 are being used to address
Intemet auction fuaud.2s Úr most cases, the Uniform Commercial Code or mail and wire fraud laws are applied.26
Yet it is not possible to sue for breach of contract over a
sale on auction websites.zT Since there is no law governing Internet trade fraud, fraud victims do not have legally
valid recourse.
One option for fraud victims is to contact trade organizations, which have for years tried to monitor online
auctions and provide legal advice. For example, consumer groups like the National Fraud Information Center,28
the National ConsumersLeague,2e and the Better Business Bureau Online30 track auction fraud developments
and present tips to avoid common schemes. In additiory
for-profit online dispute resolution (ODR) enterprises that
specialize in Intemet issues have emerged.3l Govemmentalorganizations go even a step further and try to track
down defrauders. The Department of Justice created the
Intemet Fraud Initiative to prosecute Intemet fraud.32 The
Intemet Crime Complaint Cente4 a special partnership
among various legal entities, offers cyber-crime victims
the possibility to report Intemet crimes and alert the
authorities.33 It releases annual reports with data about
the complaints received. The FBI also works closely with
the Intemet Crime Complaint Center to stop defrauders.3a
As a result, the first federal prison sentence resulting from
Intemet auction fraud occurred in 1999,whenRobert
J. Guest exploited people on eBay by never delivering
bid-upon goods.35 The government sued him and he was
found guilty of mail fraud.36

Howeveç the most notable organization to deal with
the issue has been the Federal tade Commission (FTC).
The FTC fiercely tries to fight L:rternet auction fraud
through education training and law enforcement.3T For
educational purposes, the FTC published a guide for buyers and sellers about Internet auctions. The organization
also created OnGuard Online, a free training program
designed to assist individuals against auction fraud.38
Moteover, the FTC Consumer Sentinel fraud database
collects consumer complaints and disseminates them
to law enforcement organizations.3e The FTC even sues
defrauders directly. Its first case dates back to 1998, when
Craig Lee Hare40 was sued for violating the FTC Act and
the Mail or Telephone order Merchandise Rule,4l because
he accepted payment and never delivered goods. He was
found guilty of wire fuaud.az Yet all of those efforts are not
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proactive or preventive, since they respond to fraud after
it has already been committed.
There is a real need for an intemational solution, as
there are large inconsistencies in the decisions of online
auction fraud cases, depending on in which country the
trial is held. \,Vhile the United States believes in economic
self-regulation, the European Union wants to protect the
consumer through stricter state-irnposed regulations.a3
The contradictory decisions reached in lawsuits brought
against eBay in the United States and Europe exemplify
this conflicting ideology.aa In the 2004 case Tiffony t Co. o.
eBay lnc.as the jewelry company claimed that eBay should
be held liable for trademark infringement through the
sale of counterfeit goods on its website. The company
wanted the auction site to police listings preemptively
and not solely rely on notifications received from Tiffany
& Co. Yet eBay was acquitted of all charges, including

for contributory liability in its duty to prevent fuaud.a6
Contrary to this, in 2006 in France, the case Moët Hennessy
Louis Vuitton a. eBay Inc.a7 was a notable defeat for eBay.
Moët Hennessy Louis Vuitton (LVMH) claimed that the
Internet auction site was liable for both the sale of counterfeit goods advertised as LVMH products and the illegal
sale of its originals.as Furtheç it was claimed that eBay
did not establish enough mechanisms to prevent fraud.ae
The court's decision ordered eBay to pay LVMH 38.6
million Euros in damages.sO These starkly different decisions reached in different countries serve as evidence for
the growing need for intemational unification on auction
regulations.
As the current efforts are not effective enough and
ignore the international aspects of Internet auction transactions, buyers and sellers worldwide would benefit from
an international convention.sl An effective agency for

instituting this convention would be the United Nations
Commission on Intemational Trade Law (UNCITRAL),
which establishes conventions in order to unify trade law
through legal obtigations.s2It should propose a Convention for Lrtemet Fraud Prevention, with the purpose of
setting uniform online auction fraud regulations. These
new regulations must then be implemented in the existing auction websites and serve as the standard for new
entrants. Each website should be required to educate its
users about the danger of fraud. Furthermore, each company has to establish mandatory fraud prevention efforts
which include identity and credit verification for sellers
and buyers, a free in-house escrow system or a partner
escrow system, and the possibility to purchase insurance
in case of fraud. As an added layer of security, only one
usernarne per party should be allowed and the online
auction house would be required to keep records of its
users'histories. Fraud detection software has to become
mandatory. Online auction houses also have to invest
into research for new ideas to fight Internet auction fraud,
for example, by using social network analyses to locate
groups of potential fraudsters.s3 fhally, online auction
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houses must accept further responsibility and be held

financially liable if they do not fulfill their due diligence
to educate customers and prevent fraud. "IJnless and
until the online auction sites are held financially responsible for fraud on their sites, they have no real incentive to
clean up fraud beyond the minimum necessary to ensure
a customer base using their sites' setvices."S4 This way
the UNCITRAL convention will finally establish a global
solution to assure users'protection from Internet auction
fraud.
Given that the current efforts by the U.S. govemment
and the self-regulation of the industry prove ineffective in
globally protecting users from Internet auction fraud, an

intemational convention is required. This convention will
provide a unified basis to prevent fraud through imperative consumer education, mandatory fraud prevention,
research efforts and financial liability of auction websites.
The law needs to keep pace with new technologies and
their widening reach, or else its outdated structure will do
more harm than good.
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